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TELESOFT MDR
FOR CLOUD

24/7 Monitoring for Cloud Environments

Telesoft's Managed Detection and Response (MDR) for Cloud service is run from our UK based
Security Operations Center (SOC), manned 24/7 by a team of highly skilled cyber analysts. Our
invaluable service continuously monitors your organisation's cloud environment for threats
24/7/365.

We deliver a full multi-cloud service to help protect your organisation from:

- Unauthorised Access +  Unusual Administrative Actions

- Misconfigurations - Unauthorised Infrastructure Changes

+ Suspicious User, Account & +  Unautorised Data Sharing
Application Activity - Unpatched Vulnerabilities

How we help:

- 24/7 monitoring of your organisations 24/7 Human-Led Threat Hunting on

eI e ety e enriched network telemetry and cloud
- Rapid Alerting in as little as 15 minutes log data from our probes and sensors
- Recovery and Remediation Support + Threat Containment and Response

Secure Configuration Auditing

Key Service Features

Our Cyber Analysts carry out threat If our Cyber Analysts detect When it is not possible for an
hunting using a variety of anomalous or malicious activity, we internal IT team to respond to a

techniques mapped to Mitre Att&ck will alert your internal team in as threat, we will initiate response

to rapidly identify threats within your little as 15 minutes depending on the measures on your behalf.
cloud environment. 24/7. severity.

Our service natively supports Our deployments include the TDAC Following an alert escalation, we
Microsoft Azure, Microsoft 365, Enterprise toolset, comprising of will provide your internal teams with
Amazon AWS and Google Compute. storage, probes, sensors and our IDS advice on how to remediate the
Connectors for other cloud services | platform. All are deployable physically, | threat identified and help prevent
and applications are available. virtually or cloud hosted. We offer a future similar events.
minimum of 9o day storage retention.

Stretched IT teams are under pressure | Our Security Operations Centre (SOC) Take advantage of our
to migrate applications and services to is manned by experienced, vetted Government/ Telco grade
the cloud and often important security cyber analysts 24/7. technology re-engineered for the
considerations get missed. A Enterprise Cloud.
configuration audit will identify gaps
and provide advice on how to resolve.
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Many organisations will use products & services from multiple cloud vendors. We provide 24/7
threat monitoring for multiple cloud vendors and cover the most popular services.

Amazon AWS

Microsoft Google

\WWe can threat hunt across a
variety of Google Cloud
services including:

We can threat hunt across a
variety of Microsoft Cloud
services including:

We can threat hunt across a
variety of Amazon AWS
services including:

Amazon Elastic Compute

Azure Active Directory

Google Cloud DNS

(EC2) & Lightsail Virtual Azure Virtual Machines Google Virtual Private
Machines Microsoft 365 Cloud (VPC)

Amazon Virtual Private Microsoft Defender 365 Google VM Firewall Rules
Cloud (VPC) Google HTTP(s) Load

Amazon CloudTrail
Amazon GuardDuty

Balancers
Google Cloud Storage

NOTE 1: This is not an exhaustive list, other monitoring features are available.
NOTE 2: Connectors for additional cloud hosted infrastructure and application services are
available.

Our Cyber Security Services are constantly evolving, visit www.telesoft-technologies.com to find
out more.
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